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:(Internet Protocol = IP) ca 2o ¥ 39S 459 0

83gmill wlga ol A Lelguog (andny Loy ilSd) e Lggun 939 bl 5o Aigie (e Jofens

:(Internet Protocol Security - IPSec) O ¥ Co ,n Y ‘535533,.,

JS peaiiig A8skins I3 pe (IP) 0N J98 959 5 YLl el Aelimtons €539 5 Ao gamma 1] yuniiy
(Internet Protocol Suite) ca JZa ¥ 1S 68 45 9y 4 jow oSt 2 il a5 0 2 Jaayg cclilod! 35052 |P 2y
L(IP) 2,500 J g8 939 1 3 yue Guadaill bl 38 5 ol ules 2 el Laa

:(Transmission Control Protocol - TCP) Jauls eS=utf J oS 9 9

ilaglall 335 551309 bl o by 3 323 o Jlaal £ L] I3 (e Beige JSiin Ll Ja5 ¢paniay
Woa W DBl Al J5S 99 0 /JEU ) Ao (pal JgS g9 1

:(Secure Sockets Layer / Transport Layer Securlty SSL/TLS)

J&Lﬂ)ﬁmj ‘a;l:.jd_m.cw_.u.:b.d\«_.bb_d\ &5 3 )LOLMU_._Q Uiel yLAJ\ﬂyﬁMt_.yjswf
el bl 2 Qb Sl 53 Y1 eladanlly g iSIY! Sl !l aai 2 aly

(User Datagram Protocol - UDP) E-Mu_.bl.u pr>J9Seig
oM‘u\A‘MYL@.&Jﬁ;uLML’Jﬂ Lo.d_u.rgdla.uu_d\‘_ylm 1y ”t_ne E S ’mdyyj.mdjsyﬁ).v
(TCP) Jaidly oS=d) J oS 939

:( Hypertext Transfer Protocol - HTTP) il yaid| Jai JgS g5 g o

algy Jlsil plazinly palsg (sl maiaie JUI durw e ) duns o sl (e il gl Jadl aoieiy
(63 Bl dailgll uolic g sgally pogadl Jols mi Les « (TCP) JAUL @Sid| J 58 559
:(Hypertext Transfer Protocol Secure - HTTPS) (po¥1 uadid paidl Ja5 J9S g3 g

aads JsS g9 /thwrd,s,ajfﬁm (HTTP) Al el S 98 539 5 (e pidin Hloal
&L«.ﬂ} dalaseiw! ) 3 yiles (TCP) Yty St J9S 959 p e‘m\ U_AY..\_' (TLS / SSL) aa¥ aaLay
cedi¥l aleas dlle

:::‘ '::: :(File Transfer Protocol - FTP) claltf & JsS g9 o

.\@Jﬂjbmﬂﬁ‘—'m‘dm”wwﬁ‘“m M‘Hﬁébﬁmwum‘dﬂwmdﬁyﬁf
pul il a)lig el e
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:(Secure File Transfer Protocol - SFTP) ye¥f olattl a3 J4S 959 o

il (Secure Shell = SSH) (ye¥1 Jaid 1 J5S 939 p adiniinw e (FTP) Solaltl & J9S 939 2 (e Ol Slasl
celalll gz eulilaad pa¥! (pe dialis) dada Ha6k Las ¢ Jluy¥! s LT bl

(Domain Name System-DNS) cilalait | slew] altas

Oolie S (Www. example com gLt bt e ) L@;\)aus.mu_d\ bl il el el Lax )5 agdy J9S559 2
albeees e‘mb Lg)::zﬂ il 3 ylgag cagl! @‘}A A Jgoglls w.n.,\zu.u.nﬂtn_‘.u Laa (lP) SO 0N J9S 9T g 0
.(Unified Resource Locator ~URL) »31!;)!,11 rdge sl (9linS Lgagd Jguuw

:(Dynamic Host Configuration Protocol- DHCP) caciaolt Seablindfalae M1/ A%l J oS 939 2

5}}12” ELA L .!‘._Lc‘/ 5 cnlaglasg (lP) ;u).u:(!‘_bSyj).' u.;JL/.cu—\_u_u L.uLa.\.n f‘}-“-‘..ﬂ Al o)b‘ Jijjf
Jﬁyjﬁu_ydhcwu.a)b.ﬂ).!amu_ndlmdm‘ o)b‘e\_d.“cu_nd.g_‘.u\_u il e 3aggll owm
(IP) caad

:(Simple Network Management Protocol -SNMP) dacc ! A4St 3 a0 J 48 93 9 o

L@fﬂ;‘ JPQLAEL.U &Mj@ad%we)b&!b ‘QE@AU uLnL@:}}.U J:m m‘ 3}_@:51 BJ‘AD L&‘)l dij]jﬁ
gl g Lgal semiil

Network and Web Security Technologies cwg? 9 OISt (pal CoLOES
LW g e Uled) e Mrs By lemd Lalizel | 3 A u;t iy SV5S5ig 0 plaiialy 0g8 A ] e 2wl (ye

339 pmg Lo g 3 cpal lel o] ST L Lagag Lb)ﬂ‘w Lo ps Sleing

Intrusion Detection Systems (IDSs) ‘,u.ma alS Aekal

JPjUJLJJyUT‘_.t,_;yg\uﬁ\ij\Luum 4s,>u_».tﬁwtwﬂ (IDS) d.\.u.d‘u:.uS?LEu

L_.m_\@ slias! _;_m_.\_@_m)u_w‘ deJ‘ a8 il S L@w}\, A A aw\dxfg\,bua@m

(IDSs) M‘MM‘UA
(Network based IDS - NIDS) M!(_,n M!M‘M‘AM J
(Host based IDS HIDS) M!‘,thiwtmseum ]
Bl g Jaall «_»Uamu\_uu\_xj‘ ﬁ)‘j:-.]‘ d.ma.\il‘.u.noj.ga‘ulc (lDS) M‘ms‘a-lhauﬁt}d‘ ‘.A.A‘_;_u.u(q.u

@ = z ﬁ Q

Ay ]

U oo

FEATEN]

Ml_ﬂseumdw 2.5 Ka
Demilitarized Zones (DMZs) 4 jlalt G lid)

... o0 ®
;Qﬂ:m)&‘wbd_bkmW}l‘&ww_ncmm‘uﬁ;Pule(DMZ)s\.b\.cli.b.'«.awdﬂm

dya}.”umu_d“_»\.n_\aﬂd)u g.U.Sj‘cuLa_aJ‘u_AmLa‘MH}JM‘&MM@Nj‘wﬁY|J_m Lg
il Tl i s IS (rag Aunnuhell A1 3T e g SOV aa ydl aslsa ol Cagll aslss 1 fie e Y1 e Ll
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el i e dalandl calinall 0y asSall 138 o bl ) 3l e La 3l e Lain! (e Aol g dalaitl
algll Lobiles Lgratai¥ ¥l cye

(DMZ) atsladt aataill 3 a0 12.6 S

Virtual Private Networks (VPNs) dwlafl dus 2% OISl

LJLCa..,Ll.unga.‘ MﬁﬁMULPW lj.wj Uil Ylasl 5 “4_..2.33‘:,4: (VPN) dolsnd des| ,ma ¥ At
ERVARIE VA PPRES T (5 PR PP PSS 5-H{ JEN{ [ SPURE N EN | - IS - JEN TP DO PR J [0S
el yue el e Lellul we i 3150 Lol cilaglall e Las Cpainy Lao

il dmgins Blen g ) il 3gall ol s s L] ol se (VPN'S) ol Arpuinl 550 Sl | g5
e 313835 IS ! 13 (e p8La IS cliamnl ois alaiil @ 2keY SISal I ol (e J3oslls #ladls
ccd Y alusil oL duosmily a¥l le dolamll el Jn

A, A 5 WSl pals A AN AN Jiae e
(VPN) Zolsnt

@:@:M:@:é:@:@:ﬁzg

(VPN) s sl an! ol asiatl i 12,7 IS

Aolal) AL 518 G191 ASLd le EL jgai Asles
Protecting your Devices on a Public Wi-Fi Network

Y yee alindl lanil I Jgeagld BELE 1 el alall 280301 (WIFT) lb 61501 @l alaimial 2l
Junal L Lot il g ol g T 520 g A gine Aial y ol dlie iy B Laalitl cullalian 1 (9 Lgal sl S
el AL gl (615d) 3 aluimianl wie ol jga] Llesd el el

-(Mobile Hotspot) 4 gess Jlail dladi€ Joaml| cliils bly adsil

Loy JLai¥ 2 (i 5 anie e ASLL I (WIFT) 18 51981 oISty JLas¥! Juass Cabyl

alall gls 1)l ASus yue Audall ol T UL duulus cilogles 55 b Lilga ;iﬁ’y
alatl slo (g3 3 e bl 59,0 colalS cauni 3alels @5 Y

Y Le0® ((VPN) 2ol dus| o ¥ ASil | A s a it
00e "y ", 0080

eelteirie e e Ll Y HTTPS JsSig 5 oo Linge HTTP JoSig p autieioa L3l gl ilmiin Ll
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OB p o LolEif g ASLT) 4B 0

Network Moni/toring and Packet Sniffing

(L e Lty o il ol Juoniy 05 S aall i 38 o 381 1 it spac ol sl
.(Packet Analyzers) ouw!?}eoi\a’n‘,@a\yh@@qmﬁy\ PRVANVER N TTCER
Lot eliled) o 3o Jalsd el gl 38T asl (Wireshark) e la yutg mels s Sl
aSPJ__mLéJu.az&J‘adjﬁ_m:).LAl‘ zsiie lily ‘a}.:?‘_ﬁ:;ij_b (Wireshark) &l g
g yall & ) laglas ggiua i g Jlai¥l gujméwoﬁ\;ag‘a\ﬂwsmulcgljl*d‘
osally Jlusdl edy e dps jall @ jomlly Gla cibaglas le (Jgmad) A AN Jghual iy LS
Cre ) IS (o |k A (953 0 S I 5l Gy iy 5S35 5401 559 el

Ll 3e,12.8 K4

Je328 (QR) gy A sl 1y g el pdl Jo 58 LSS Lgmuie 3
hLe puly zalip https://www.wireshark.org/download.html

Monitoring a Network with Wireshark & yLd 1 g alddwiuwly AT A3 e
.(Wireshark) «tla plg 3! ‘_ﬁ.{; dgnly e OV (o et

13 5L g Aty AT A1 L

(1 JENMY wladl) Available Networks ae3le (o el elhla jolg sudas mial <
© . (LLzuyl) Capture ol Lle dasasl <

O Lend e 0y 3 1 3L e daisl « (blat¥!) Capture 3350 ¢y <

O .(:) Start 35 Lle dazcsl <

O s cblyl a5 @as al) <

O .3l 131, o LgY (L)) Stop ) Gle daisl <

M The Wireshark Network Analyzer a =2 o %

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dE @ [IifRERe=EFIiFEQaaB

N | Aoly a display filter .. <Cirl-f> = -]+
Capture
.using this filter: [ [Enter a capturs filter -] iﬂlhm shown™ |

Cj Lecal Area Connection®™ &
Local Area Connection™ 7 PO,
Ethernet A A M
Local Area Connection* 6

Adapter for loopback traffic capture . b

@owﬁ‘—@g‘wJ
[ ] [ ] LA | PN |
.:::'. .':.“'z"i‘ ij

ee, * " ° Ys@'sihuide - Wiki - Questions and Answers - Mailing Lists
- L]
. You are running Wireshark 3.2.1 (v3.2,1-0-gbf38a67724d0).

= TH =T | =7 |T= E— T sk
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ydit View Go Capture Analyze Statistics Telephony Wireless Tools Help

M The Wireshark Network Analyzer = o x
File Edt View Go Capture Apal Statistics  Telephony Wireless Toels Help
Ams@® (1 MRAB ] < Qaqnu
W [Apply a display fiter .. <Ctri-/> [= 3
M Wireshark . Capture Interfaces x
Input  Output  Options
Interface Traffic Link-layer Header Promii Snaplen (B)  Buffer (MB) Monitor Mode  Capture Filter
Local Area Connection® 8 B Ethemet M default 2 -
Local Ares Connection” 7 NP Ethernet ) default 2 - not port 3389
>} 3 et s s Ethemet [ default 2 - not port 3289
Ethemet default 2 — net port 3389
Adapter for loopback traffic capture ] BSD loopback ) default 2 v not port 3389
S| c;ajj | ")_&QJ_ S oe
«(Promiscuous Mode)
P> e ALl dgaly o ya
el Lglazals ) 30|
4
4 Enable promiscuous mode on all interfaces
Capfure filter for selected interfaces: — e s s—s—l =
|
Learn
User's Guide * Wiki * Questions and Answers * Mailing Lists
You are running Wireshark 3.2.1 (v3.2. 1-0-gbf38a6772440).
@ 7 Mointerfaces selected || NoPadets || profie: Default
¥/ uring from Ethernet (not port 3389) - o *x

amgoe mrRERes=gisEEaaan
li | Apply & display fiter _. <Ctrl-f> [= k>
Mo. Time Source Destination Protocol  Length Info -
97 7.484476 199.0.8.56 199.0.8.255 NENS 92 Name query NB WPAD<G@>
98 7.451849 199.9.9.56 199.8.8.255 NBNS 92 Name query NB WPAD<@@>
99 7.452177 199.8.8.56 224.8.8.251 MDNS: 7@ Standard query 8x8008 A wpad.local, "QM" question
188 7.452333 Te80: :6d45:6973:658.. ffe2::Tb MDNS 9@ Standard query Bx@880 A wpad.local, "QM" question
181 7.452815 fe80: :6d45:6973:658.. ff02::1:3 LLMNR 84 Standard query 0x9be8 A wpad :
182 7.452946 199.8.8.56 223.8.8.252 LLMHR 64 standard query @x9bes A Hpaﬂ
183 7.630237 199.0.0.37 199.8.8.255 DB-LSP. 188 Dropbox LAN sync Discovery Protocol i
> Frame 1: 84 bytes on wire (672 bits), 84 bytes captured (672 bits) on interface \Device\NPF_{28219D41-4EDB-41EC-9A38-A27D90E3A2FA}, id @
> Ethernet II, Src: Dell 98:d5:4@ (b8:ca:3a:98:d5:4@), Dst: IPvémcast_©1:00:03 (33:33:00:01:00:03)
> Internet Protocol Version 6, Src: fe80::6d45:6973:6586:2a21, Dst: ffe2::1:3
» User Datagram Protocol, Src Port: 50037, Dst Port: 5355
» Link-local Multicast Name Resolution (query)

PEGE2 33 33 @0 @1 80 @3 bB ca 3a 98 dS5 40 86 dd 60 8a 3o

2818 33 34 0@ le 11 01 fe 50 €0 00 €0 00 02 08 6d 45 P e

020 69 73 65 86 2a 21 ff 62 00 00 €0 0O o2 G0 OO 00  ise-*l.. ... e
SE32 99 20 00 01 00 03 c3 bl 14 cb ©@ le b3 94 36 bd  ccreeer seeens 6
2042 90O 0D 00 0L 00O GO 02 0O QO GG 04 77 7D 6L 64 BB - - «-wpad-
2 90 91 00 o1 -

W... '....

®p, ¢ o ,000

. *, a.

|| Packets: 103 - Displayed: 103 (100.0%) || Profie: Default

pul 1l ajljg
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Analyzing the Wireshark Output &3 L& i 9 &l:,}b..: oo

Faliee ol B2 R 3 Ay lilidl ajo 305 S bl (o 53S0 syl ol 30 ol Sl (2 32
4> 415 (Packet Details Pane) eyt Juwlas as gty . (Packet List Pane) Aajt) Aolll B gt g
-(Packet Byte Pane) e o1 Gy

The Packet List Pane da ;o)1 4e3L8 4> ot

LW 2yl e 3lsL ooling Lelluus! ol e sl il e Il gl ;,MH :(Time) <3 o1

alls alHIP Glgie ) yaall sgec yuin :(Source) yuall

Agxsll IP Olsie 1) Agagll 3gae yudy :(Destination) aga Y1

el Pl J5S535 5 M JsS535 00| 350e rudiy :(Protocol) J S g5 wul!

eyl Jslo Al Jgladl 3gae suiey :(Length) Jskal!

A jadl Jo Aalis| calaglan (il dganll pant 1 (Info) Cile glat

Time Source Destination Protocol Length Info
(cas11) (Gamall) (ags) (dsSs941) (dstath) (elaglaal)
M Ethernet - o x
File Edit Vied Go Capture Analyze Statistics [Telephony Wireless Thols Hglp
Adn 2o | BEMERe=>2ETHZ E QAT
W [acply = display fliter . <crif> = -]+
Time o—/ Source Destination Protocol  Length Info J e
19 9,454862 199.9.0.154 109.0.0.46 uDP 073 3389 - 56890 Len=031
28 8.595584 199.9.0,42 239,255,255.250 S50P 216 M-SEARCH * HTTP/1.1
21 0.607992 199.9.9.46 199.0.0.154 upP 60 56898 - 3383 Len=11

23 8.720223 199.8.0.154 199.0.0.46 1219 3389 - 556898 Ln-!.l??

199.8.8.154 54 57103 + 443 [ACK] Seq=2 Ack=2 Win=1826 Len=0

25 @.738110 40.69.222.189 TCP =
26 9.744110 199.8.8.46 199.6.8.154 TLSvl.2 97 Application Data 1—
27 8.751879 199.9.0.46 199.0.0.154 TLSvl.2 97 Application Data .

28 9.751950 199.9.08.154 199.0.0.46 Tcp 54 3389 + 59329 [ACK] Seq Packet List Pane

29 0.7684563 199.9.0.46 199.0.0.154 TLSv1.2 104 Application Data . “ fe = d
30 0.773324 199.0.0.154 199.0.0.46 uoP 1282 3389 - 56890 Len=1248 (“-‘)f—” ddlaasgl) =
31 0.773367 199.8.8.154 199.0.0.46 uoP 1279 3389 + 56890 Len=1237 -

>

Frame 24: 6@ bytes on wire (480 bits), 60 bytes captured (480 bits) on interface \Device\NPF_{28219D41-4ED8-41EC-9A3B-A27DORE3A2FA}, id ©
Ethernet II, Src: VMware_55:6f:87 (00:8c:29:55:6f:87), Dst: Dell 9c:eS:c3 (fB:bl:56:9c:e5:ic3)
Internet Protocel Version 4, Src: 48.69.222.189, Dst: 199.0.0.154

= o W WA

Packet Details Pane

(2=l Jeolisangt)

@oee T8 bl 56 9c e5 c3 8@ @c 29 55 6 87 08 20 I ee eeYrreee Y- ++B
2012 @0 28 3a 3d 40 00 65 06 @d 46 28 45 de 6d c7 @@ ~(:=@-e- F(E-m-
2020 9@ 9a 01 bb df of fa 64 ¢6 7e 62 18 fa ab 50 11 -~

cevand ingeeepe
2630 @3 fe d7 15 90 00 o0 00 @0 20 oo oo

Packet Byte Pane
(2 et bl 3 gd) )

|| Packets: 7197 - Displayed: 7197 (100.0%) - Dropped: 0 (0.0%) || Profie: Defauit
AL 23] e ol 52 12,10 JS

¥ Pagshark_Ethernet_20200124090408_210928.pcapng

pul il a)jljg
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The Packet Details Pane 4e jof ) (fuolal do of

» Frame 24: 60 bytes on wire (480 bits), 6@ bytes captured (488 bits) on interface \Device\NPF_{28219D41-4EDB-41EC-9A3B-A27D9GE3A2FA}, id @
» Ethernet II, Src: VMware 55:6f:87 (80:8c:29:55:6F:07), Dst: Dell 9c:eS:c3 (fB:bl:56:9c:e5:e3)
v Internet Protocol Version 4, Src: 46.69.222.109, Dst: 199.9.8.158

e1ee .... = Version: 4

.+ 8101 = Header Length: 2@ bytes (5)

» Differentiated Services Field: ex@@ (DSCP: CS@, ECN: Not-ECT)

Total Length: 48

Identification: @x3a3d (14989)
» Flags: ©x4600, Don't fragment

...8 DOCG 000G BEE® = Fragment offset: @

Time to live: 161

Protocel: TCP (6)

Header checksum: @x@d46 [validation disabled]

[Header checksum status: Unverified]

Source: 40.69.222.189

Destination: 199.0.8.154

Aa o) Juolai angt 12,11 IS

(QuLH S Wiiadl SLal (o pa3 )

eyl Sy sdiny

(" Aol A il RS 3 ) > Frame 24: 60 bytes on wir
Loldons @8 301 301 iLaglen * > Ethernet II, Src: VMware_
\_ _ J Vv Internet Protocol Versior

AL A el A5LA ol
B 2

The Packet Byte Pane de ot SbiLe A of
.(Hexadecimal) g pat! pulitead | Geaidly 530zl de yIl bl (Packet Byte) de ot 1 Glila d g Bguiin (yo yad

6000 8 bl 56 9c e5 c3 RIIEL 55 6f 07 06 00 45 00 -V - alUo- - E-

GE10 9@ 28 33 3d 40 00 65 06 ©d 46 28 45 de 6d c7 @@ - (:=f-e- F(E'm -

96820 ©@ 92 O1L bb df of fa 64 <6 7e 62 18 fa ab 5@ 11 -« -vood ~j-o-Pr

a638 83 fe d7 15 0@ 99 @0 08 80 °0 80 00

) 7 wireshark_Ethernet_20200124090408_a 10928.pcapng || Packets: 7197 - Displayed: 7197 (100.0%) - Dropped: 0 (0.0%) || Profie; Default

dajatl abily 3541:2.12 K8

AP L.La,,:s‘uia‘:.,é,.’; Y (6 il uliaad | Gl he jod | Sl 2 o3 (Wireshark) <t la sty o pa
..:Bjﬁlwcwwwmubm‘wmbdsw ‘AUAAJHMLMM‘MM_A:AJW‘uDMA;‘}m
.33"“""1"%"""!"”&"“"""?“"’"“‘&““ fu,:d!ub}.md.daujuaﬂaj.m Ma)la)syLu‘(A-Fjo 9) ag =iy
A.a.\.&-lld.wLuY|uLm1‘3 AW e WY ggumn Lebddot g SLLLd | 20 jlaey o Los (OIS pailan g SN 9S 559 20

p-.llJ_;T_ll |_|J|J|_J
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Analyzing a Wireshark Scan &3 )Li ju g amd Judow

05 L Lagl ol € pamd cililae (e 3! bl (3505 Julmd c5La puly alaieil (S
58 LSy A A e ogufua oLt Lo ygtiall dogama ammd Cale aieludicn G Lglain
A gl 00 ye call) L

https://bl-xtrransfer.s3.amazonaws.com/KSA/G12/CYB/U2/L2/Scan_results.pcapng

A shark Network Analyzer e e ger
1 &1L ot g Lale mliad
File View Go Capture Analyze Statisti

Cul+0 E .
Lri+ U ] (e 9 g g 5 o 9 ca <
s Recat = o (C_nﬂ) Open)l._o-ulcda.ua‘ ‘(&_a.\.n) Flle%ﬁmhuﬁ
M S 9 . 5 “ F P
= cale y3a | (dolad¥l Cals z38) Open Capture File 32sL (0 <
Import from Hex Dump... <
&l 5
o CHiW (2] -(Z5Ld! s=a=2) Scan_results.pcapng
Save Ctrl+S | | © .(=2) Open e daisl <
Save As... Crl+Shiftss BRI .
= : oww‘&bu‘aspaﬂlsc‘))bum‘;dﬁﬁ}lw<
e Set e 5 5 cr q = =
n* |
Export Specified Packets...
Export Packet Dissections L Ll M Wiceshark . Open Capture File ®
Export Packet Bytes... Ctrl+Shift+X o Look in: | [5] Documents ~| @ & 0= My
Export PDUs to File... P s
Export TLS Session Keys... *
Quick access
Export Objects g
=
Print.. Ctrl+P Desktop
it Ctrl P
S L] " Fiie name: | Scan_resuks hd| [ open |
Libearies
Flies of type. Al Fies -] Cancel
@ =
This PC
Readfiter: [ Format: Wireshark/.. - poapng
? Akomatically detect la tyoe o e 9046 B, 14387 data rmconds
Network St / elapsed: 20200303 142221 / D0.00:33
M scan_results.pcapng - o X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dm e | I EREBRese=2EFTLIEFEQaan
W | Apply & display filter .. ] [—= BE:
M. Time Source Destination Protocol  Length Info |~
- 1 0.0e0000 199.0.8.45 199.0.8.154 TLSvi.2 97 Application Data
2 @.080074 199.9.9.1548 199.98.2.45 TCP 54 3389 =+ 51549 [ACK] Seq=l Ack=44 Win=63846 Len=2
3 @8.085153 199.0.0.154 190.8.2.456 TLSwl.2 196 Application Data
4 9.816836 199.8.8.46 199.8.2.154 TLSvi.2 1e4 Application Data
5 98.832026 1959.0.08.46 199.8.8.154 TLSv1.2 1e4 Application Data
6 @.932106 199.0.0.154 199.0.0.46 TCP 54 3389 = 51549 [ACK] Sequld3 Ack=144 Win=63746 Len=@
7 9.048186 199.0.8.46 199.98.0.154 TLSvi.2 1e4 Application Data |
8 8.854014 199.8.8.46 199.8.8.154 TLSvl.2 1e4 Application Data
9 8.8648858 199.8.8.154 199.8.8.46 TCP 54 3389 = 51549 [ACK] Seq=143 Ack=244 Win=63646 Len=0
1@ e.e8ee97 199.0.0.46 199.8.0.154 TLSvi.2 1e4 Application Data
< >

v

Frame 1: 97 bytes on wire (776 bits), 97 bytes captured (776 bits) on interface \Device\NPF_{28219D41-4EDB-41EC-9A3B-A27D9BE3AZFA}, id @
Ethernet II, Src: Dell 89:6a:2f (8c:ec:4b:89:6a:2f), Dst: Dell 9c:e5:c3 (f8:b1:56:9c:e5:c3)

Internet Protocol Version 4, Src: 199.8.0.46, Dst: 199.0.8.154

Transmission Control Protecol, Src Port: 51549, Dst Port: 3389, Seq: 1, Ack: 1, Len: 43

> Transpert Layer Security

v

®8igy 3156 gr@PWac ec 4b 80 6a 2f @B OO 45 80 - V-~ K-j/ E
[} & .'aq53.1! cgliol 50 85 53 €8 c7 80 80 2= c7 B® -5 f--- 5 Z
. ©0 %a c# Sd 0dp3¢ bf fa 49 c7 34 8103 745018 - -] iwc D4 -tPe
* 24 14%20 %5 00 60 17 @3 ©3 P@ 26 60 €0 80 00 00 geee -8
©0 37 22 34 5T 8b 45 67 d9 54 fd 43 c6 €2 53 a6  -7"4_-Ho ‘T-C-°S
.y 2350 Se BB 45 80 ce 97 f 3¢ 4d 8e 21 d6 d8 6b 98 384 AE o< Ml--kd
pul o illemlpg {
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.44)5)1‘ ‘aéb_,._”j( M.‘u_”) u«.a..&.‘zu.ul‘ oj.g:-.‘ U'\_lt_'M_l.u‘).A

M Scan_results.peapng - a >
File Edit Viev ure  Analyze  Statistics ony Nireless T Help
TLER: BRE ] csTi==aaan
lllﬂppvnd-.,pav filter . <Cirl-/> = '|+
No. Destination Protocol  Length Info s
o= 199.@.8.154 TLSvl.2 97 App]..l.cat:lon Data |
199.8.06.46 TiSv1.2 196 Appl.lcation Data
4 8.816036 199.8.0.154 TLSv1.2 104 Application Data
5 8.832026 199.0.0.154 TLSv1.2 104 Application Data
6 8.832166 199.8.0.46 TCR 54 3389 = 51549 [ACK] Seqel43 Ackeldd Winm63746 Len=@ UIES
# T A AARIRR 100 A A 184 TiAa 2 1604 &nnliratinn Nata 5 =' it
> Frame 2: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface \Device\NPF_{28219D41-4EDB-41EC-9A3B-A27D90E3A2FA}, id @
» Ethernet II, Src: Dell 9c:e5:c3 (f8:bl:56:9c:eS:c3), Dst: Dell §9:6a:2f (Bc:ec:4b:89:6a:2f)
> Internet Protocol Version 4, Src: 199.8..154, Dst: 199.8.0.46
~ Transmission Control Protocol, Src Port: 3389, Dst Port: 51549, Seq: 1, Ack: 44, Len: @
Source Port: 3389
Destination Port: 51549
[Stream index: @]
[TCP Segment Len: @]
Sequence number: 1 (relative sequence number)
Sequence number (raw): 836876260
[Next sequence number: 1 (relative sequence number)]
Acknowledgment number: 44 (relative ack number)
Acknowledgment numbar (raw): 3220851186
2181 .... = Header Length: 26 byte:z (5)
> Flags: @x@1@ (ACK)
Window size value: 63846
[Calculated window size: 63846]
[Window size scaling factor: -1 (unknown)]
Checksum: @x8ee3 [unverified]
[Checksum Status: Unverified]
Urgent pointer: 8
> [SEQ/ACK analysis]
» [Timestamps]
8000 Bc ec 4b 89 6a 2f f8 bl 56 9c e5 c3 85 8@ 45 00 ok i DEER
2010 @@ 28 64 dc 40 00 80 O 00 90 c7 80 60 J9a c7 6@ ifzoflres srversss
'020 @@ 2e @d 3d c9 5d 34 81 @3 74 bf fa4s f250 18 ., =14 -t -I.P:
o030 f9 66 Se e3 00 0 f
O 7  scan_results.pcapng | Packets: 14387 - Displayed: 14387 (100.0%%) || Profile: Defaut |

e ] ol Bl Abeminll sl 11 22,14 S

0¥ JeS 939 0 (yl9ie9.199.0.0.154 (SOUFCG|P))~L¢A¢.\Ju.u.u§(‘d‘9$‘9.s3ﬁu‘3.‘cujs.o 2(:\3)444):4\&
(TCP) d.auups,hdt‘},sy,f‘a!mb MFMULPJ_H)JJJ% 0.0.46 (Destination IP) 4.4:.,1:
(L,.E.\ll‘ ..La.m) 4.@:-.3_” JiieS 51549 .La./.l‘j (Ju[).l‘ _La.m) ‘;.&.441‘ JaieS 3389 aadll ).m‘_l.u)ll.ﬁ uaL‘»J\

No. Time Source
1 o.eeeeee 199.0.0.46

Destination Protocol  Length Info
199.0.0.154 TLSvl.2 97 Application Data

2 0.000074 [199.0.0.154] [199.0.0.46] [TcP |  54[3389]-[51549][ACK] Seq=1 Ack=44 Win=63846 Len=0
3 ©.085153 199.0]0.154 199.6.0.46 TLYv1.2 196 pl:l.cat:l. in Data

4 9.016836 199.8)0.46 199.6.9.154 TL$v1.2 104 Ap)| licatiin Data

5 ©.832026 199.0/0.46 199.0.0.154 TL$v1.2 104 Application Data )

pul o ill ayljg
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(Source IP) iaell AW J 98 g9 m Oleie O Alas e cLiSe 10214 @2 Ayl gl 2
ul_n}\.u C_.oj.»ﬁ 199.0.0.154 4  (Destination IP) agalt o oY st,.»”.' Olgies .172.217.23.99
ety Les (80 52 2aill @), (TCP) Jaly psoct J5S 53953 50 a»‘m—ul‘ JLas¥ JsS 395 of Ll aa jnll

Olsiny Gy dmiio 595 e-*’—‘—wl‘ OF a8y (HTTP) adildt ot S5 J9S 939 aluzial
.J3g3 cye ulilo uﬁgn.\..g.u._.m‘(Google) 393 Cummy &y Amdin (40 172.217.23.99 i 5| JoSgig

M Scan _results.pcapng

- g x|

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Amg@  DREB es=FLEEaaaH

N | Apply & display fiter .. <Clri-/> B -+

No, Time Source Destination Protocol  Length Info A

: 19211 23.253043 199.9.9.154 172.217.16.161 FCP 54 51773 + 443 [ACK] Seq=775 Ack=7213 Win=262144 Len=@

| 18212 23.253149 199.8.0.154 172.217.16.161 TiLsvi.2 1e@ Application Data

| 18213 23.257487 199.2.8.154 216.58.206.14 TLSv1.2 147 client Key Exchange, Change Cipher Spec, Encrypted Handshake
18214 23.269741 372.217.23.99 27 ‘66 88 » 51792 [SYN, ﬂ] 'Seq=8 Ack=1 Win=50728 Len=8 M55=1338 <
18215 23.269831 199.8.8.154 54 5179@ = 88 [ACK] Seq=1 Ack=1 Win=262144 Len=0 |
16216 23.269944 199.8.8.154 172. 21? 23.99 HTTP 291 GET fgtsloﬂﬁFImEmEmSjMBgUng‘I:GgI.MBBRCRjDCananDNj¥2F_
18217 73 IRIIRE 100 & A4 184 100 6 6 4R TISwvt 2 512 dnnliratinn Nata |

5

& v v v||As

Source Port: 8@

Destination Port: 51790

[Stream index: 148]

[TCP Segment Len: @]

Sequence number: @ (relative sequence number)
Sequence number (raw): 2986458204

[Next sequence number: 1 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)
Acknowledgment number (raw): 1875259194

1080 .... = Header Length: 32 bytes (8)

Window size value: 60720
[Calculated window size: 6€72¢]
Checksum: @x1f13 [unverified]
[Checksum Status: Unverified)
Urgent pointer: @

» [SEQ/ACK analysis]
» [Timestamps]

Frame 10214: 56 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface ‘\Device\NPF_{28219D41-4EDB-41EC-9A3B-A27D90E3A2FA}, id @
Ethernet II, Src: VMware 55:67:87 (00:0c:29:55:6T:@7), Dst: Dell O9cieS:c3 (f3:bl:56:9c:ie5:c3)
Internet Protocol Version 4, Src: 172.217.23.99, Dst: 199.8.0.154

» Options: (12 bytes), Maximum segment size, No-Operation (NOP), No-Operation (MOP), SACK permitted, No-Operation (NOP), Window scale

18212 23.253149
10213 23.257407
10214 23.269741
10215 23.269831
10216 23.269944

199.8.0.154
199.0.0.154
172.217.23.99

e

199.8.0.154 TCP
172.217.23.99 TCP

G000 fB b1 56 9c e5 c3 @2 Bc 2055 6f @7 @B @@ 45 @@ - V----- JUo - E- ~
5019 @2 34 9b 99 20 B0 75 B6 1e 54 ac d9 17 63 ¢7 @8 -4 - -u- TeooCo
6020 ©0 9a 00 50 ca 4e b2 @1 bb 94 6f c6 2f 3480 12 - P-N-- -0/ -
6030 ed 30 1f 13 20 90 92 84 05 64 01 01 84 02 81 83 @ .-+ oo
v
O 7 scen_resilts.pcapng || Packets: 14387 - Displayed: 14387 (100.0%) || Profile: Default |
0. Time Source Destination Protocol Length Info
10211 23.253043 199.0.0.154 172.217.16.161 TCP 54 51773 > 443 [ACK] Seq=775 Ack=7213 Wi

172.217.16.161 TLSv1.2
216.58.206.14 TLSvl.2

172.217.23.99 HTTP

16@ Application Data

147 Client Key Exchange, Change Cipher Sp
66[80]+ 51790 [SYN, ACK] Seq=0 Ack=1 Wi
54 5790 > 82 [ACK] Seq=1 Ack=1 Win=262

291 GET /gtslol/MFIWUDBOMEwwSjAIBEUrDEMC
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Detecting Suspicious Activity on a Network asCdid! e co e dolid 2is

s B
ijﬁﬂ\&&é‘dﬁﬂjﬁﬁ}:/-ﬁdﬁb}bﬁéﬁzﬁ‘ ﬂ#ﬁ‘m‘&cl&){‘MY|O¢m&bLﬁbﬂbﬁM
lidae eyl Jolos ) 3 e V) BLEISY JsSg39,00 10a ausia gl (Address Resolution Protocol - ARP)
S e

ORglialt &1 80 J oS 65 9 5

: (Address Resolution Protocol - ARP)

Oglie om

Le Slea

s 1 iy Ll JoS555 0 58
(IPv4 yoolic) ascatl aab

JS5ig ! 1 Saly ilma 308 e (MAC

Lgnass JLa¥ 30 359291 St Uiy po

Oobie s Gk e A=l A Al 2

S aglial (IP) o i ¥t JaSg3g 0

(MAC) daw glt latly

L (ARP) (pagliall o1 ,508) JoS 439 0 Olills L2583

ole dai! @ (u,o0) Edit s Radle oo <

© . (=eniill) Preferences

© .(=¥¢S439 ,41) Protocols

O . (oSall Gasliad) o) 231 JgS 539 50

O . (sliad! 1,531 JsS539 5 lills

Ll st (@duxnaull) Preferences 3asls ¢ya <

/ooliall ) 5B JsS 539 50) ARP/RARP (JoSg39 50 35| <

alass!) Detect ARP request storms Gguis shs <

Ml Wireshark . Preferences

~ Appearance -
Columns
Font and Col
Layout
Capture
Expert
Filter Buttons

elparityfec
3GPPZ AN
GLoWPAN
£02.11 Radie

Protocols

[ Display hidden protocal items

[[] Displary byte fields with a space character between bytes
[ Look for incomplate dissactors

[ Enable stricter conversation tracking heurtstics

Mame Resolutior,
v Protocols
29West

0O . (59154) OK Lle dassl <

e amill (e youdl 2a513) Packet List dsgl ye cliSas <

x| | A

File | Edit = View Go

4
(AT R

M Wireshark . Preferences

APRS.
AR Drone
Armagetronad
ARP/RARP
Artemis
ARTNET
ARUBA_ERM
ASAP

ASTERIX

AT

ATH

ATM™

ATMTCP

ATP

Auto-RP
AUTOSAR NM
AN.25 KISS
AX.I5noL3
AN4D00

AYIYA
e, mey [

o8 gpu* ,°,"

pul il aylig

Address Resolution Protocol
[] Detect ARP request storms

Number of requests to detect during peiiod i:u

Detection period (nms) | 100

[] Detect dupiicate IF address configuration
[] Registar network address mappings

7 ORPRARA RO,
shark Network Analyzer
Capture  Analyze Statistics Telephc
Copy =
Find Packet.., Ctri+F
Find Mext Ctri+N
Find Previous Ctrl+B
Mark/Unmark Packet(s) Ctrl+M
Mark All Displayed Ctrl+Shift+M
Unmark All Displayed Ctrl+Alt+M EE
Next Mark Ctrl+Shift+N
Previous Mark Ctrl+Shift+B
Ignore/Unignore Packet(s) Ctrl+D
Ignore All Displayed Ctrl+Shift+D  [oture |
Unignore All Displayed Ctrl+Alt+D
Set/Unset Time Reference Ctrl+T
Unset All Time References Ctrl+Alt+T
Next Time Reference Ctrl+Alt+N
Previous Time Reference Ctrl+Alt+B
Time Shift... Ctrl+Shift+T
Packet Comment... Ctrl+Alt+C
Delete All Packet Comments
Configuration Profiles... Ctrl+Shift+A
Preferences.. Ctrle Shift+P
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‘ acan_results.pcapng O T
File Edit View Go Capture Analyze ephony  Wireless  Tool
Am:Z® “REB/Re E :E@.Q@.H
W [2ooly a display fiter . <Ctri-/> -]+
Mo, Time Source Destination Protocol  Length Info A
22 ©.170888 1199.0.0.154 199.0.0.45 Tcp 54 3380 > 51549 [ACK] Seq=2634 Ack=671 Win=63219 Len=@
23 8.175966 199.6.8.46 199.8.8.154 TLSvl.2 97 Application Data
24 8.192083 199.8.8.46 199.0.0.154 TLSvli.Z 184 Application Data
25 9,192155 199.0.9.154 199.0.8.45 TCP 54 3389 = 51549 [ACK] Seq=2634 Ack=764 Win=53126 Len=0
26 8.199961 199.8.2.46 199.8.8.154 TLSv1.Z2 97 Application Data —_
27 9.216014 199.6.0.46 199.8.0.154 TLSv1.Z 184 Application Data I
28 ©.216086 199.0.0.154 199.9.8.46 TCP 54 3389 = 51549 [ACK] Seq=2634 Ack=857 Win: . Len=8
29 8.231972 199.8.08.46 199.8.8.154 TLSv1.2 1e4 Application Data
3@ 9.234013 HewlettP al:3@:ee Broadcast ARP 60 Whe has 199.8.8.203? Tell 199.08.2.32
31 9.248019 199.9.9.46 199.9.9.154 TLSv1.2 le4 appl!.cation Data
32 @.248108 199.0.8.154 199.9.8.45 TCP 54 3389 -+ 51549 [ACK] Seq=2634 Ack=957 Win=62933 Len=@
33 @.384292 199.6.2.46 199.8.2.154 TLSv1.Z2 97 Application Data
34 @.320037 199.0.8.46 199.9.2.154 TLSVL.Z 97 Application Data
35 @.328114 199.8.0.154 199.8.8.46 TCP 54 3389 » 51549 [ACK] Seq=2634 Ack=1843 Win=62847 Len=0 W
< >
> Frame 22: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) ¢ 8c ec 4b 89 6a 2T f8 bl 56 9c e5 3 @3 00 45 @0 K-3f- V-
> Ethernet II, Src: Dell 9c:e5:c3 (f8:bl:S6:9c:eS:c3), Dst: Dell 89:6a @0 28 @4 e5 40 00 50 €6 00 €0 c7 00 @@ 9a c7 €0 tAfiir
[ Internet Protocel Version 4, Src: 199.8.8.154, Dst: 199.0.0.46 TS TN, MR T MR MO ST
» Transmission Control Protocol, Src Port: 3389, Dst Port: 51549, Seq: SR D AR 2R
< > >
© 7 Scan_results.pcapng || Packets: 14387 - Displayed: 14387 (100.0%) Profile: Default .

(ARP) ¢

Onsliall o) 531 JsSsis 0 bl 238 :2.16 <&

Sl dm‘umﬁ‘&u}‘m‘&wﬂbgdm“um‘ LLE'J‘Z"PLu).gJaJ ;MJ}J“\.@J\_"@}J&

‘...\_Aﬁj_m M‘u—‘ﬂdﬁy‘ a)_g:.‘ﬂu_l.c

5 4y \-e-l‘ JLw)Y‘ p—u u—d‘ 4—4»51‘ uA)ﬂ 09 bl J—‘-“ﬁ

u\s‘.\‘\.ndms‘dj\:u.\&\.nw ‘uh#‘a.uu.nwu‘d_&u\_as 1990032‘_4_)).1.1‘2”‘}35343)4

‘)_AY‘ ol as| ‘q_u‘db‘ 2. 17@‘&\.;1).@]94\.05?‘.\:&“?‘ 4% 199.0.0.203 L.«.t).n.fk" dﬁyﬁfub_/.c

| 27 0.216014 199.0.0.46 199.0.0.154 TLSvi.2 104 Application Data
28 0.216086 199.0.0.154 199.0.0.46 TCP 54 3389 » 51549 [ACK] Seq=2634 Ack=857 W
29 0.231972 199.0.0.46 199.0.0.154 TLSvi.Z 104 Application Data
30 8.234013 HewlettP_al:38:iee  Broadcast ARP 60 Who has [199.0.6.203p-Tell 199.0.0.32
31 0.248019 199.0.0.46 199.0.0.154 TLSvi.2 14 Application Data
32 0.248100 199.0.0.154 199.0.0.46 TCP 54 3389 » 51549 [ACK] Seqi=2634 Ack=957 W
33 9.384092 199.0.0.46 199.2.0.154 TLSv1.Z 97 Application Data
plasiudl 15199.0.0.203 iyl JsSsis s Olsie OIS 13] Lo BLAST Jolmy Jpeme paixioce 12,17 U<
Qo ., .o o0 ® ]
00,e,% %, 000 JsS5i90m Olsie OIS 13 Lo BLas) mseds Joloey 0B

pul o ill ayljg
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Lol gl gluw gl (Al U i sguid (Expert Information) et Sleglas sl ohhls yulyans

eIt Slaglan i Skt GaAS Sl
Analyzing Data Flow with Expert Information

g 2

ALY oia sgasd 2 cracazill Hud ae b Lay ogadie

: (Expert Information) »cal Gleglas 5L (Laaald

Q.. olaglas) Expert Information jLa Lle dasisl « (Juls3) Analyze cogs deadle (ya <

ow‘ahjm?&qahu‘yo}uu‘bw‘ulcdﬂ‘@ <

Ml “Ethernet

A8 G R Display Filters...

N |Aoply 5 display fiter . <Cii-/> Display Filter Macros...
Mo, Time Source Display Filter Expression...
16 @.417202 199.8 Mok s CElGR
17 0.417646 199.8 Py B2 SO
18 0.417909 199.8 Apply as Filter
19 0.418568 Dell Prepare a Filter
fo el 2924 Conversation Filter
21 ©.429507 199.8
e 199.8 Enabled Protocols...
23 B.446664 199.8 Pecodak
24 8.462240 199.8 S
25 8.462313 199.8 Reload Lua Plugins
€
3 SCTP
? Frame 19: 6@ bytes on wir
Fallow

v Ethernet II, Src: Dell_d3
> Destinaticn: Broadcast

> Source: Dell d3:12:22 pREAEpE-Eesiyes

v Address Resclution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (@xe8ed)

ptil=Shift+0
Type: ARP (0x0806) | Expel o 8
Padding: ©@0000000000000000000000000000002002

File Edit View Geo Capture | Analyze Statistics Telephony Wireless

Ctrl+Shift+
3
3
13

Cirl+Shift+E

Ctrl+Shift+L

(3
s

- o X
Tools Help
L]

B )+
frotocol  Length  Info JiA
ADNS 81 Standard query ©x000@ AAAA desktop-22jfbmé.local, "QM" quest
LMNR 75 Standard query ex8f29 A desktop-22jfbms
LMNR 75 Standard query @xa69d AAAA desktop-22jfbmé
RP 60 Who has 199.8.08.567 Tell 199.8.0.175
LSvli.2  1e4 Application Data
cp 54 3389 -+ 59329 [ACK] Seq=38 Ack=237 Win=62541 Len=0
iDP 391 3389 + 56890 Len=349
LSvl.2  1e4 Application Data
LSvl.2  1e4 Application Data
cP 54 3389 - 59329 [ACK] Seqm=38 Ack=337 Win=G64600 Len=d Y

>
lits) on interface \Device\NPF_{28219D41-4EDB-41EC-9A3IB-A27DIBEIAZFA}, id @
lcast (FF:ff:ff:ff:FF:FF)

2

Hardware | g \yireshark - Expert Information  Ethernet
Protocel
Opcode: r =
Sender M4 | Severity Summary Group Protoc ™
Sender IR | > Warning Previous segment(s) not captured (c at capture start) Sequence TP
Target M4 | > Warning ACKed segment that wasn't captured (common at capture start) Sequence TCP
Target IF | > Warning Connection reset (RST) Sequence TCP
> Warning DNS query retransmission. Original request in frame 17 Protocol LLMNF
> Warning DNS query retransmission. Original request in frame 15 Protocol mONS
v MNote “Time To Live" != 255 for a packet sent to the Local Network Control Block (see RFC 3171) Sequence 1Pvd
15 Standard query (x0000 A desktop-22jfbm6.local, "OQM" question Sequence IPvd
16 Standard query 0x0000 AAAA desktop-22jfbmb.local, "GM" question Sequence IPvd
116 Standard query (x0000 A desktop-22jfbm6.local, "QM" question Sequence IPvd
17 Standard query 0x0000 AAAA desktop-22jfbmB.local, "OM" question Sequence IPvd
154 Standard query (x0000 A desktop-22jfbmé.local, "QM" question Sequence IPvd
155 Standard query (x0000 AAAA desktop-22jfbmb.local, "OM" question Sequence IPvd
© 7 wiresharl 186 Standard query (x0000 A desktop-22jfbm6.local, "QM" question Sequence |Pvd Profie: Default
— 187 Standard query 0x0000 AAAA desktop-22jfbmé.local, "QM" question Sequence IPv4 [
357 Standard query (x0000 A desktop-22jfbm6.local, "OQM" question Sequence IPvd
358 Standard query 0x0000 AAAA desktop-22fbmb.local, "QM" question Sequence IPv4
473 Standard query (x0000 AAAA desktop-22jfbmb.local, "OM" question Sequence Pvd
ATA Chmim danad mivmm B AR A dealdbee TVl e o al WARAY e mable. Camirimman Lo
< >
L 1Y o, M’. i sec.
00e "« o imB By Fiter [4 Group by summary Search: | | | Show.. ~|
ee, * "_,* ,00 3
. | cose [[ neb |
pul o ill ayljg (Expert Information) .l clestes sl Joass 12,18 JSia
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3oy Sl aLIAY (e Aol Auo! 20N ASCCAT | daddn JLad
Connecting to a VPN Service on your Windows Machine EL (o3|

Llast Lgal ozl JMJ (VPN) Zolst! dos! yma Y| ML?JLAAJMJMO‘J‘ e Hguing Jads ‘:Ua_' Sy
L_»\.:-J th_xuua‘a;\}:dbowmuﬂunmdjm}ﬂ ch_gdcwbd\.bqul:@ju‘aM‘a 5.elylg
u@}l‘u‘juun ‘.A.uuj‘ ..\.uuLJ.n.d.‘o_u‘)al‘ 4:.‘_&._” Ctews Lg.m.]a}iu.n‘zu Wﬂ\g}.uﬂ uL.u.ujibulS).uJ‘
Ol 3L (93 (VPN) Zolind dcisl ;= ¥ 1 ASLcid f dans I (e L3l palg3 Ol S StV Cals ol ¢ Sias
.m;uu;:mpuc,\swioﬁjd}moﬁdum e Aealeaml UL ya Loyl of dlsios Jumme il o yie |

Al alusvils
Bl A ,5a Y
, (VPN)

APk VPNrubu CO 0N deds g5 VPN (fese AT

s

ca o Ca 0N Ao 3950 PREL WY
des Oy Jams Calbga Lty el 35 1S ALl Al oY ALl dan 12,19 U

uaa_'a-_‘.d‘ ‘A‘J.:r_uuwj‘ Jeall (VPN) d.mla.ﬂ A.ua‘).dﬁﬂ it JL@.&” )3.LuJ ‘aUa.u J.q.ud.\.” g.;.wl.:»_UuS.u
4.44\:-..” 4._5@[).‘3}" ‘\S_.«.‘m dods D99 0.4)_13‘ ealyliatly p.QUa.U J_m 4_;_5‘2!)__@ «_»\S_.u.uﬂj‘ cAalall uSLAy‘ %
Lgs JLai¥l Ly 35 My-vpN-server uly cliuls e il 224 (VPN)

(VPN duslel) dudst ;0¥ A Aoty Jluad DU

O (<1510 ) Settings e daiusl Hguing 2 (o) Start aesls e <

Pictures Network & Internet e dass! « (clslacl) Settings 52el cype <
O (= myls asa)
Settings
< @ © . (oLl Al Y1 381 ) VPN (s Radle le darsl <
Power O (VPN JLs 4sl) Add a VPN connection D ole dara <

~ _ . oba 3l (VPN ,aga) VPN provider et o) ddlall o <
jo O O (5 ] (59isg (yains) Windows (built in)

Windows Settifgs 0. (JLas¥l @wl) Connection name Jas 2 "VPN" _s1 <

Feate I (“‘“‘) Server name or address i~ 2_"my-vpn-server" S| <
O (wl5ic 5f sl

° °
.::? i .::0 Ej Dwingy Sl (Joa o Juzmais cilagles £43) Type of sign—ininfo Jax 2. <
e Nt 00 o 0.(”)“1415}‘:47_44'" I @) User name and password Ja
Pl o i) EIHJ e 9 . O .(daix) Save Lo daisl <
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& Settings - o

G Home VPN o
1

Find a setting 2 I Add a VPN connection
Network & Internet
Advanced Options
& Status
Allow VPN over metered networks
T Ethernet @ on
2 Dial-up Allow VPN while roaming
@ on

‘?mo ( JLAJ\;L:;.L@:

< Settings .(VPN) FIN S|
@ Home VPN
Find a setting ) i
I I it Add a VPN connection
Network & Internet
VPN
& status

Add a VPN connection

Connection narme

&)

name or address

VPN type

User name (opticnal)

(optional)

(VPN) sl decs! oW asall danses Jlai¥l 12,20 (<

Activating the VPN Service dwola)! dus! @Y AL dods Jadl
L@l e Juaiid Loy JLlas¥l clde o (VPN) s il s yma¥! 30l Fans £509S5

Sign in

= 'O
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& Creative Cloud Files blob_storage 22/5/2023 5:08 pp File folder
@ OneDrive - Binary Logic SA BudgetDatabase 22/5/2023 5:08 pu File folder
Cache 13/5/2022 10:07 File folder
B ThisPC Code Cache 13/5/2022 10:07 mtp File folder
&N i commerce_subscription_db 22/5/2023 5:08 pp File folder
= coupen_db 22/5/2023 5:08 pp File folder v
File name: | [sQLite database files (".db %sal ~|
SQLite database files (*.db *.sqlite *.sglite3 *.db3)

(4]

[2 Choose a database file X
€« . « AppDats » Local » Google » Chrome » UserData » Default » v B 2 Search Default
Organize ¥ New folder =~ M @
Mame . Date modified Type Size fi
# Quick access i . . )
a heavy_ad_intervention_opt_out.db 13/5/2022 10:07 mp Data Base File 16KB
& Creative Cloud Files i:l heavy_ad_intervaation_opt_out.db-journal  13/5/2022 10:07 DE-JOURNAL File 0OKB
[ History e 22/5/2023 5:33 ppu File 282 KB
OneDrive - Bi LogicSA = -
@ OneDrive - Binery Logic [ tock 13/5/202210:07 e File 0KB
This PC ]:I LOG 22/5/2023 5:08 pp File OKB
[ LoG.old 22/5/20203 417 pp OLD File 0Ke
¥ Network U ; 9 4 :
[ Login Data 19/5/2023 11:49 7 File 46K8 .,
File name: |Hishnry v| =]Al| fil »
| Open I | Cancel |
Jomedl cale Juamiy o (63 prieaia 0 12.24 IS

Fle Edit View Tools

Database Structure ~ Browse Data

[ DB Browser for SQLite - C:\Users\ch.tsalkakis\AppData\Local\Google\Chrome\User Data\Default\History

_fyMNew Database |3 tabase | [[Write Changes & Revert Changes (igOpenProject  [[|Save

EditPragmas = Execute SQL

Cogd dadle Lle daainf <

a3 ) Browse Data
(1 W]

I O i Sl e darosl <

[T Y & S 5 B8 B 5 % O % Fonos
b et \_-I d-sw L ¥ i
] custer: vist duplcates type score collections
Amases [Fitter [Fiiter [Fitter
1 |] dusters_and_visits 3 43.0500640869141 /collection/sports_teams
5, | | content annotations 3 34.9054565420687 /collection/sports
| context_annotations
] — 4 100
4 ||] downloads_sices 3 88
s |[] downloads_ur_chains 3 04
6 B ieyorar seach terms 3 77.1466293334961
1] meta
7 |[5]) segment_usage 4 100
|! ® i segmenis g0 @O 3 79.8472213745117
LY o0
F : s 3 72.978645324707
® |1 toectur_syric_metadats
0 [@we 4 3 74.6957931518555
T .Jlg source 3 77.2715072631836 /collection/countries
— 1 1}
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- 1445

Jgasdl o 5 12,25 IS

290 al;j:;) urls ,usl @
& 2

Joa (o pal (gl 350611

e.urls Coolie




The Uniform Resource Locators (URLs) Table ..\:.,it 3l 980 2840 Sl Skme Jod>

L@dmﬁﬁmu.ﬁil&mmwhﬁ_@_ﬁid\iugﬁby(URLs) ..L:-}l!;j}l!ld}nubmuﬁhcdjpgsy
Muhjhﬂuiﬂﬁﬁﬁc—mwdmwiépji‘dﬁm“-\-ﬁ@mu w‘f@‘wwww‘&w‘ﬂp‘-\—m
Jgaasl @3 3l gl bﬁmﬂu@amuugmw‘c_mamum;mﬁmtLa)bumuywmdp
L IR RV RPN P FPRITE S E PRI E TN PSSP ﬁmupbm,‘u_u\_@\
Ousliall Joom 23yl

Olgie JS Jsm 335ma Juuolis 555 &dy 5ec] 3oe (o (URLS) s sh1 351580 a8 g Slslioms (yuglie Jgor 0553
o el (53 3Ll Jeloetll Jloma 2 Lgianl le 3 a9 3uae Y 008 CadSiudion (b Lad 40,5 cea3 URL

(url).u.,xuj‘,n@y a.\:..a

el il cgl! g 8lgl 530l cagl! uﬁ9\_m(url) .\_xjn lell aBga Sie dgec u)m
dﬁmjﬂ‘uu_ﬂwj‘ul&m@@MMmﬂWJLM‘oMJMWM‘L@)L)
c,mY yue e ol 3alatl Aalgl claglall 313 il g« Lgd)

(title) Ol gl

S L@,L.JMU_J\%W_.M;LA_MQ\U_U\&U_\;(t|t|e)w,d...m,_¢@_m
Leut] Usmastl 32 (315l S3ima @gd e il selsy Loblis! Bl cilaglall o2a

e-\-‘*—u«l‘ claleial oo dage mlaglan (poglinll Julod 30 o) (S8 LS (Lgiia 20 il

el il 3.8 5 camy Gl ¥l iemtl] el sle g

:(visit_ count)z,u,.n.st.m

" URLylge ‘a.,\.‘:u_‘.ul‘ L_é_.st ol l Ul sae (Visit_ count) syt alae aj_m‘_}m‘_'
uwgﬁggjl f‘s..mu.ul‘ e\m\ Goung B ylg Jadm=l w.a.m.u Slaall 12 meavwg (3doa

liglsl aamg ) ySiie JS s L@_.J\‘_jj_mjji S PPIPS N ERER -y I [N T AR IR

‘AJJLU.‘JJ alow erlalodl o boladl syusig « Guamill s5gx

:(last_visit tlme)a,b,),|_m,
URLu‘j_uJo)Lua_u_u‘c_uLoj‘ ‘_d}”(a_a(last visit tlme)ajb‘)):-h_djéj_a.cddg.s

wﬂl@@d!t@jw)dﬁl» ;Lu.n‘u.auxa.aa-_lh_ﬂ.a}bl‘amuiuj Lg.ﬁjj.u.zn
&):JH‘ ‘P‘3|u|»bmj‘@jﬁu‘)b)@)LMJj “a..\_'zu.ul‘ 4.‘4.4.4.1‘2(

Table: [ urls vigd B % .[—L 2 .,A_' d | 4 @& g Ffterin any column
id url title Visi't_count |ast_\:isit_time
[Filter [Filter |Filter |Filter Filter
1 1 https://www.google.com/search?... ksa ministry of education - ... 2 13331026045492522
2 2 https://moe.gov.sa/en Ministry of Education 1 13331026047091166
o0 3 3 httgg/&rme gov.sa/en/Pages/... Ministry of Education 1 13331026047091166
o % .t 4‘https ® Inga.gov.sa/en National Cybersecurity .. 2 13331026071307456
5 ’ 5 https //sdaia.gov.safen/default.aspx  Saudi Authority for Data and... 1 13331026134530124
P rEglg
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(strftime('%s',

«(Timestamp) B4l @i 321 5al

Reading a Timestamp C& 431 @i 35153
MjaabuLJLu.” ._chs&t.a\_wdi_‘.uﬁ_L:r_;_u.nJ‘AJMMJMMWJMF(TImEStamp);d}.”‘q_u-
b.d‘d.uupﬂ)wulcuﬁ}" Lo.‘u_')mﬁ.uLaLchj L@L.,\.uja_»bl_n_d‘ ;Lt.u.t‘j‘ «_"..\::2” t\.ujdmdwlaﬂ
(EpOCh)m‘wbdﬁoémwjﬁmmubuﬂ‘j‘
o ¢ paaie 2 (Execute SQL) SQL taid s Aadle 2 S il 7ol ol aluzn ! al_;s_g:'
tlgus pe w3 Sl Aeually (Timestamp) cd gft @is Sl 3oyl (e JIo¥ 50,15 (o 521 (DB Browser)

SELECT datetime (timestamp/1000000 +

'1601-01-01")), 'unixepoch',

@ .(SQL i) Execute SAL cugs 1ede Lle daiisl <
O oLl Jaodl 2 din e 2 2 5 ol gl @i e el el pull g3l <
O il gl Juiaal (Jaaas) Run 35 e dais! <

'localtime')

"2 DB Browser for SQLite - Ci\Users\ch.tsalkakis\AppData\Local\Google\Chrome\User Data\Default\History - (] x
Fle Edit View Tools Help
| .8 New Database =3 Database . | [ElWrite Cha i Revert Changes |Z/Open Project 5| Save Project \@xAttach Database »
Database Structure ata  EditPragmas = Execute SQL Edit Daiabase Cell =
E@L@#H@-ﬁ‘bi Mode: |Text V@] EB@”
lsu1 B
pILLL
1 SELECT datetime (13328701691011671/1000000 +
(strftime('$s', '1601-01-01'})), 'unixepoch', 'localtime'}
o Type of data currently in cell: NULL
Sbytels) Apply
Remote =
< z Identity |Select an identity to connect ~ 2
datetime(13328701691011671/1000000 + DEHub.io
8 Local Current Databa:
(strftime('%s", '1601-01-01")), 'unixepoch', 'locz =
= =l
1 2023-05-16 12:08:11 L
Name
Execution finished without errors.
Resulc: 1 rows returned in Sms
At line l:
SELECT datetime (13328701691011€71/1000000 +
(strftime('$s', '1601-01-01')), 'unixepoch', 'localtime')
< >
e (1 ] —
::..:...:..:: SQL Log Plot DB Schema Remote
® © UTF-8

pul o ill ayljg
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The Keyword_search_terms Table 4wt 31 SLalSI (e Cond) Oionllaas J ot

Sl s sa52 L¢g: Lajsi (keyword_search_terms) dwd \1 1 olets3 e comd i Olotbane Joio 3.3
oSl A Il LS gl sl ilnlline Joo ege cilaglas e (ggioms 4l ¢ il paadl (S ALl
u-'-” Aoyl e Il enla Ml Jj_s_a..ﬂ faa2 (Term) lewatf sgac dagily LeS il u_\.c&a.‘a_;” ala sl oLl
LA}L..U r\.@;l}\_u:-‘ﬁ W.Azu.ul\ alalaial Joo wuu}b.n (Term) mllacatl .!3_@2).‘_’94 uj.n..\zl_ml‘ Lglsal
Ladiiedl 335t allall of A I el o ugz.?mﬂuu}\_..u oia Jio Julol marwg e YN jue 0 gSsliug
SiSTeleManal LI Alacan 3wl y cilelS 5 yoma (o 02 ol abqhmcjli:ac,ioga;.ﬁug;}\%wtm
Leie (gt 19318 Gl slaglall po3g cranimiaad ] Lilss Joo dagd Alsl ja5, Las i

Downloads Table &M 3C8 J g

Jgand! |AAL§3Iqu‘(DOWH|03dS) Ju), Y Wi (F PREN ‘m.ubgfab:qj‘ M‘%w&lﬁw‘;&éf@)}"’dj» sIlia
ol gt 551312 Laga 1593 (635 IS 5 Ly Al L) Aol liliall S e Ll 35 03 3l clall] Jgo cilaglas e
tLg Aalal| Jueolall g Lol 335 &5 ) aL&ﬂ!JPangmpjzwdjbs,mdjthL;.Sm..i_é.ijdf}::@:

current_path

Filter

C:\Users\binar\Downloads\ICT_Brochure.pdf

target_path

Filter

C:\Users\binar\Downloads\ICT_Brochure.pdf

tab_url

Filter
http://binarylogic.net/brochures/1

total_bytes
Filter

1769706

start_time end_time
Filter Filter

13328797041529572( (13328797042103677

:(target_path) caugti jlutly(current_ path)‘,.n:...tuLuMs.\.ec?
T Gleab 3 @S g u.\.alh_cu.gjb\._“l\juj\.}.!b\_“l\ Jgast! o..xAu)::u
33l a9l (Current_path) ‘,n,m,mumd ey ﬁmt eUaJ
(target_path) cangt Hladl yodn Laie 35 £ L3T caleld It gf
! LT s Gl (35 2,50 gl )
:(tab_url) dast )31 o6 20 Me 3g0e
' ayledl adge Sia Olgie (tab_url) dayl 3l g dadle Jam () jie
el Les o s 300 Bl ol Amant Cogll (ylsic of (URL) aa gl
(Y e G 55 o ol i3aimll gl mdn suusi 2
:(total_bytes) culd! JSleslsgec
gl Gl Jlea ¥l =1l (total_bytes) cemtgju;gdj}ﬁa:
Sl e 2 Les Calll e Jyo cbaglan 555 gl aly 35 5
el 335 5 G gl s gy (o 33l 3550 e
:(end_time) slgin¥icd g (start_time) sodicd g soec
(o8 g g Lghlgily Ju 3l dulen ooy by Jyamdl ol Jmud
(end time);Lg:a:'msj:j.uLa_Lu (o3l e g ) (start_time)
Jo> cilagles c3s1l ﬁb‘d-dxﬁyu‘us-wm (Joyadl JlaSl ey e
L;)_xytwb\amnumm@)le oo 30! Aulae 300s

I
Database Structure ~ BrowseData | EditPragmas  Execute SQL
..B.bb:-fmm_ _o08 2 % % A6 8 3 4l % Fenayowm |
@i s s o0 &M et target_path start_time total_bytes end_time tab_url
® 8 b |miers L, * [Filter [Fiter [Fiter [Fiter [Fitter
.
1 1 C:\Users\binariDowinloads\ICT_Brochure.pdf  C:\Users\binar\Downloads\ICT_Brochure.pdf  13328797041529572 1769706 13326797042103677 hitp://binarylogic.net/brochures/1
.
pul o ilEyo
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Logins Table J g 3 &b J gl

uLAj.\MLrLCL_gj_mLSJ_”JPJﬂ«_'M_MJjMU_LC M\(Logln)d};utwuuu@mﬁ_m
ledaiaclibo m\p&emd&ubw\aﬂp}nymﬂ| AL@&Y‘«ALLU‘—;M‘JPAJM«_»LMW
O uaadl Jo3all @iz w3 Jgao (e LS LuLBl?\-efuﬁﬁda—s-*-“Jmm‘J-wm ‘J‘i\-wbﬁéaséj—'ﬁu—:s-“
L dad Ml A syl calildly ﬁm@l slaiel abile Jo> 635 a5 ol Aagl! Jgat!

origin_url

Filter

https://login.live.com/oauth20_authorize.srf

username_element
Filter

loginfmt

username_value

Filter

saadsa.bl@outlook.com

password_element
Filter

passwd

password_value
Filter

date_created
Filter

13328890149058235

date_last_used
Filter

13328890141382119

elaTd 59 5l
el e Lia

."BLOB" &<

:(origin_url) Jwo¥1 URL olgie 2302
rdge sima Olsie (Origin_url) Juo¥1 URL ofgic d_a:. uj_m
@bl aluziwl @ cos oyl Hyu\}‘”! (URL) o gtf 3588
g_udjl tdge i 2 1 aeling Lglads of Jox ol e o slatie|

55 Jodall Jummedd cilaslass cpdas ! w)-u}” BUPEPWEN [V
ied4 (Uusername_element) ?-\:-u-ull‘ o) i Buoc
(username vaIue)fMtp,m

(HTML) M!@!,m,a M)J.AJ.C ‘Q.u.i‘ d}aad\ oia Jazily
)93.'3 JPJJ‘ 4.\.\.’2'_“;.' ;Lu\ 4.5)3.,:3‘ ‘ad."!u_usl‘ ﬁ.ﬁuyd_b\.d.l‘ M‘j
gl ziged ,9_641“.41‘ @l Jsd> @id Jo> claglas

ialS dady (password_element) yo,l aelS ,uaie sl
:(password_value) ;4 !

BA umie el Jsindl ok dazil auiieed |l Jsas 512 e
9k AT ablatl 4.&.«.41‘3 (HTML) "M_M‘OAJ‘H)J
38 Jsa> 3 S olaslas y3535 Il s ¢ L8] el
ccagll > A}n.vﬁ_)jji‘

:(date_created) sLaa iz li 390
cdglly mosldl I (date_created) sLao¥ ma)li Jas o dn
(Lglags gl Joaad) Jumm o slatie | clibo s La) Legid @3 (a2l
O3 4ga @3 gl (Timestamp) cd gl pis iousi 2 se by

il abily saela 2 ayladl e slewe ¥l alily
:(date_last_used) alasviu! ja1 5, 3302

C_Ul_.u.u.l (date_last_used) afusciw! 13 ,L,J_n.d.,_m
sl Joaall Jumm i slaiel alily alusiwl 4 b p_n_dﬁ
slaie¥ bl alasil La 05,0 551 Jso cilagles ;s
wdadi Ul gl ) Jo ! Juomesd

6 % g @(n’ B H El bg [Fiter in any column

®e,."c o “jgese

LJ
username_ele

L]
username_value p d_el p d_value date_ereated

date_last_used

|Filter

|Filter |Filter Filter Filter Filter

TFii!er.'- a-...'
1 https://login.live.com/oauth20_authorize.srf  loginfmt

saadsa.bi@outlook.com passwd

13328890149058235 13328890141382119

Ll eyl
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def caesar_encrypt(message, key):
# Create a list of alphabet characters
alphabet_lower = "abcdefghijklmnopgrstuvwxyz"
alphabet_upper = "ABCDEFGHIJKLMNOPQRSTUVWXYZ"
# Create an empty string to store the encrypted message
encrypted_message = ""
# Iterate through each character in the message
for char in message:
# Check if character is a lowercase letter
if char in alphabet_lower:
# Find index of the character in alphabet list
char_index = alphabet_lower.find(char)
# Move the character to the right by the key
new_char_index = (char_index + key) % 26
# Add the replaced character to the encrypted message
encrypted_message += alphabet_lower[new_char_index]
# Check if character is an uppercase letter
elif char in alphabet_upper:
char_index = alphabet_upper.find(char)
new_char_index = (char_index + key) % 26
encrypted_message += alphabet_upper[new_char_index]
else:
# Add the character to the encrypted message as it is
encrypted_message += char
# Return the encrypted message

return encrypted_message

:(Encrypting the Message) aflu 3 y,aas

:(Decrypting the Message) alu 1 yaas

def caesar_decrypt(encrypted_message, key):
# Create a list of lowercase alphabet characters
alphabet_lower = "abcdefghijklmnopgrstuvwxyz"
# Create a list of uppercase alphabet characters
alphabet_upper = "ABCDEFGHIJKLMNOPQRSTUVWXYZ"
: : : :# C.r:egte:]ﬂ Erzpty string to store the decrypted message

- L]
*pe 'deCrypted_'mgsgage =
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# Iterate through each character in the encrypted message

for char in encrypted_message:

# Check if character is a lowercase letter

if char in alphabet_lower:
# Find the index of the character in the lowercase alphabet list
char_index = alphabet_lower.find(char)
# Move the character to the left by the key
new_char_index = (char_index - key) % 26
# Add the replaced character to the decrypted message

decrypted_message += alphabet_lower[new_char_index]

# Check if character is an uppercase letter

elif char in alphabet_upper:

# Find the index of the character in the uppercase alphabet list
char_index = alphabet_upper.find(char)

# Move the character to the left by the key

new_char_index = (char_index - key) % 26

# Add the replaced character to the decrypted message

decrypted_message += alphabet_upper[new_char_index]

else:

# If the character is not a letter, add it to the decrypted message as it is

decrypted_message += char

# Return the decrypted message

return decrypted_message

# Testing the Caesar cipher
message = "There are twenty three items in the inventory."

key =

5

encrypted_message = caesar_encrypt(message, key)
decrypted_message = caesar_decrypt(encrypted_message, key)

print(encrypted_message)
print(decrypted_message)

Ymjwj fwj ybjsyd ymwijj nyjrx ns ymj nsajsytwd.

...;r

here are Ew.eat‘three items in the inventory.
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plaintext_int = [ord(i) for i in plaintext]

ciphertext ="

# Loop over each character in the plaintext

foriin range(len(plaintext_int)):
# Calculate the new character by adding the ASCII value of the plaintext
# character and the corresponding keyword character (modulo 26)
value = (plaintext_int[i] + keyword_as_int[i % keyword_length]) % 26
# Convert the new character back to a string and append it to the ciphertext
# Adding 65 converts the value to its ASCIl representation as an uppercase letter
ciphertext += chr(value + 65)

return ciphertext

:(Decrypting the Message) alu 1 yaas dld

def vigenere_decrypt(ciphertext, keyword):

# Calculate the length of the keyword

keyword_length = len(keyword)

# Convert each character in the keyword to its ASCII value

keyword_as_int = [ord(i) for i in keyword]

# Convert each character in the ciphertext to its ASCIl value

ciphertext_int = [ord(i) for i in ciphertext]

plaintext ="

# Loop over each character in the ciphertext

foriin range(len(ciphertext_int)):
# Calculate the original character by subtracting the ASCII value of the
# corresponding keyword character from the ciphertext character (modulo 26)
value = (ciphertext_int[i] - keyword_as_int[i % keyword_length]) % 26
# Convert the original character back to a string and append it to the plaintext
# Adding 65 converts the decrypted value back to its ASCII representation as an uppercase letter
plaintext += chr(value + 65)

return plaintext

:(Testing the Cipher) &t jLas

encrypted_message = vigenere_encrypt("THERE ARE TWENTY THREE ITEMS IN THE INVENTORY", "LEMON")
print(encrypted_message)

decrypted_message = vigenere_decrypt(encrypted_message, "LEMON")

print(decrypted_message)

ELQFREEDSGEAQBGIJXFVEPIFWGPQEHVYXFVREMZIRYXAFL
THERETARETTWENTYTTHREETITEMSTINTTHETINVENTORY
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:(Preparing the Algorithm) e g31 alue!

import random
import hashlib

# Modular exponentiation: (base”exponent) % modulus
def mod_exp(base, exponent, modulus):
return pow(base, exponent, modulus)

# Generate a large prime number
def generate_large_prime(bits=2048):
return random.getrandbits(bits) | 1 # Command to create a prime number

:(Implementing the Key Exchange) pmalat! Jsla adee (i

def dh_key_exchange():
# Agree on large prime numbers p and g
p = generate_large_prime()
g = generate_large_prime()

# Each party selects a private key
ali_private_key = generate_large_prime()
ahmed_private_key = generate_large_prime()

# Each party computes their public key
ali_public_key = mod_exp(g, ali_private_key, p)
ahmed_public_key = mod_exp(g, ahmed_private_key, p)

# Each party exchanges their public key and computes the shared secret
ali_shared_secret = mod_exp(ahmed_public_key, ali_private_key, p)
ahmed_shared_secret = mod_exp(ali_public_key, ahmed_private_key, p)

# Verify that the shared secrets match
assert ali_shared_secret == ahmed_shared_secret

# Optionally, hash the shared secret to derive a symmetric key
shared_secret_hash = hashlib.sha256(str(ali_shared_secret).encode())for bothhexdigest()

return shared_secret_hash

:(Generating the Secret Shared Key) « ;o ! 5yt ZLial | i 63

# Produce the shared secret key

shared_secret = dh_key_exchange()
PR .p:int("Share.d.se.cwt:", shared_secret)
.....o--'....

Shated s.ecret: 74b40ad75c4d76edcef424bcble27be104c60c22072e0aad65b5a29b60d1ddab
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5G Networks

Artificial Intelligence
(A1)

Asymmetric Key
Cryptography
Cloud Computing

Cryptography
Cybercrime Regulation

Digital Twins
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Machine Learning (ML)
Private Key

Public Key

Quantum Computing

Robotics and
Autonomous Systems

Smart Cities

Symmetric Key
Cryptography

Threat Intelligence
Analysis

User Behavior Analysis
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